Uses of the OSI Model

You should be familiar with the OSI model, because it is the most widely used method for talking about network communications. However, remember that it is only a theoretical model that defines standards for programmers and network administrators, not a model of actual physical layers.

Using the OSI model to discuss networking concepts has the following advantages: 

· Provides a common language or reference point between network professionals 

· Divides networking tasks into logical layers for easier comprehension 

· Allows specialization of features at different levels 

· Aids in troubleshooting 

· Promotes standards interoperability between networks and devices 

· Provides modularity in networking features (developers can change features without changing the entire approach) 

However, you must remember the following limitations of the OSI model. 

· OSI layers are theoretical and do not actually perform real functions. 

· Industry implementations rarely have a layer-to-layer correspondence with the OSI layers. 

· Different protocols within the stack perform different functions that help send or receive the overall message. 

· A particular protocol implementation may not represent every OSI layer (or may spread across multiple layers). 

OSI Model Layers

The following table compares the functions performed at each OSI model layer.

	Layer
	Description and Keywords
	Protocols
	Devices
	Encapsulation

	Application
	· User interface 

· Communication partner identification 
	· HTTP 

· Telnet 

· FTP 

· TFTP 

· SNMP 
	
	Messages and Packets

	Presentation
	· Data format (file formats) 

· Encryption, translation, and compression 

· Data format and exchange 
	· JPEG, BMP, TIFF, PICT 

· MPEG, WMV, AVI 

· ASCII 

· MIDI, WAV 
	
	Packets

	Session
	· Keeps data streams separate (session identification) 

· Set up, maintain, and tear down communication sessions 
	· SQL 

· NFS 

· ASP 

· RPC 

· X window 
	
	Packets

	Transport
	· Reliable (connection-oriented) and unreliable (connectionless) communications 

· End-to-end flow control 

· Port and socket numbers 

· Segmentation and combination 
	· TCP (connection-oriented) 

· UDP (connectionless) 
	
	Segments, Datagrams, and Packets

	Network
	· Logical addresses 

· Path determination 

· Routing packets 
	· IP 

· IPX 

· AppleTalk 

· DECNET 
	Router
	Packets and Datagrams

	Data Link
	Logical Link Control (LLC)
	· Convert bits into bytes and bytes into frames 

· MAC address, a.k.a. burned in address (BIA), hardware address 

· Logical network topology 

· Flow control 

· Acknowledgements 

· Buffering 

· Windowing 

· Parity and CRC 
	· LAN protocols: 802.2 (LLC), 802.3 (Ethernet), 802.5 (Token Ring), 802.11 (Wireless) 

· WAN protocols: HDLC, PPP, Frame Relay, ISDN, ATM 
	NICs
Switches
Bridges
	Frames

	
	Media Access Control (MAC)
	
	
	
	

	Physical
	· Move bits across media 

· Cables, connectors, pin positions 

· Electrical signals (voltage, bit synchronization) 

· Physical topology (network layout) 
	· EIA/TIA 232 (serial signaling) 

· V.35 (modem signaling) 

· Cat5 

· RJ45 
	Cable
Connectors
Hubs and repeaters
	Bits


Connection-oriented vs. Connectionless

You should know the following facts about connection-oriented communication:

· Connection-oriented protocols are reliable--they perform session initiation, error detection, and error correction; and they identify and retransmit lost packets. 

· A connection-oriented protocol is a good choice where reliable, error-free communications are more important than speed. 

· The three phases of connection-oriented communication are: 

1. Session initialization (connection establishment), 

2. Session maintenance (data transfer), and 

3. Session termination (connection release). 

You should also know the following facts about connectionless communication:

· Connectionless services assume an existing link between devices and allow transmission without extensive session establishment. 

· Connectionless communications include no error checking or acknowledgement mechanisms. 

· Connectionless communications use no error checking, session establishment, or acknowledgements. 

· Connectionless protocols allow quick, efficient communication. However, data errors and packet loss might occur. 

