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 The network layer is responsible for the source-to-destination delivery of a 
packet, possibly across multiple networks (links)

 Whereas the data link layer oversees the delivery of the packet between 
two systems on the same network (links)

 The network layer ensures that each packet gets from its point of origin to 
its final destination

 The network layer is responsible for the delivery of individual  packets from 
the source to the destination host

 The network layer adds a header that includes the logical addresses of the 
sender and receiver to the packet corning from the upper layer

 If a packet travels through the Internet, we need this addressing system to 
help distinguish the source and destination

 When independent networks or links are connected together to create an 
internetwork,  routers or switches route packets to their final destination

 One of the functions of the network layer is to provide a routing 
mechanism



Network Layer: Logical Addressing

 communication at the network layer is host-to-host (computer-to-

computer); a computer somewhere in the world needs to communicate

with another computer somewhere else in the world

 Usually, computers communicate through the Internet

 So the packet transmitted by the sending computer may pass through

several LANs or WANs before reaching the destination computer

 For this level of communication, we need a global addressing scheme 

which is called logical addressing

 Logical address in the network layer of the TCP/IP protocol suite mean   IP 

address that is used for the internet  in the world today



IPv4 ADDRESSES

 An IPv4 address is a 32-bit address that uniquely and universally defines the 

connection of a device (for example, a computer or a router) to the 

Internet

 IPv4 addresses are unique.

 They are unique in the sense that each address defines one, and only one, 

connection to the Internet

 Two devices on the Internet can never have the same address at the 

same time

 The IPv4 addresses are unique and universal



Address Space

 A protocol such as IPv4 that defines addresses has an 

address space

 An address space is the total number of addresses used 

by the protocol. If a protocol uses N bits to define an 

address, the address space is 2N because each bit can 

have two different values (0 or 1)

 and N bits can have 2N values

 The address space of IPv4 is 232 or 4,294,967,296



Notations

 There are two prevalent notations to show an IPv4 address: binary notation 

and dotted decimal notation



Binary Notation

 In binary notation, the IPv4 address is displayed as 32 bits. Each octet is 

often referred to as a byte

 So it is common to hear an IPv4 address referred to as a 32-bit address or a 

4-byte address. 

 The following is an example of an IPv4 address in binary notation:

01110101 10010101 00011101 00000010



Dotted-Decimal Notation

 To make the IPv4 address more compact and easier to read, Internet 

addresses are usuallywrit ten in decimal form with a decimal point (dot) 

separating the bytes

 The following  is the dotted~decimal notation of the above address:

117.149.29.2



Example 1

 Change the following IPv4 addresses from binary notation to dotted-

decimal notation

a. 10000001 00001011 00001011 11101111

b. 11000001 10000011 00011011 11111111

 Solution

 We replace each group of 8 bits with its equivalent decimal number  and 

add dots for separation.

a. 129.11.11.239

b. 193.131.27.255



Example 2

 Change the following IPv4 addresses from dotted-decimal notation to 

binary notation.

a. 111.56.45.78

b. 221.34.7.82

 Solution

 We replace each decimal number with its binary equivalent (see Appendix 

B).

a. 01101111 00111000 00101101 01001110

b. 11011101 00100010 00000111 01010010



Classful Addressing

 IPv4 addressing, at its inception, used the concept of classes

 This architecture is called classful addressing

 In classful addressing, the address space is divided into five classes: A, B, C, 

D, and E

 Each class occupies some part of the address space



Classes of ip address range



Example 3

 Find the class of each address.

a. 00000001 00001011 00001011 11101111

b. 11000001 10000011 00011011 11111111

c. 14.23.120.8

d. 252.5.15.111

 Solution

a. The first bit is O. This is a class A address.

b. The first 2 bits are 1; the third bit is O. This is a class C address.

c. The first byte is 14 (between 0 and 127); the class is A.

d. The first byte is 252 (between 240 and 255); the class is E.



Classes and Blocks

 Number of blocks and block size in classfulIPv4 addressing



Classless Addressing

 To overcome address depletion and give more organizations access to the 

Internet, classless addressing was designed and implemented

 Classful addressing, which is almost obsolete, is replaced with classless 

addressing

 In this scheme, there are no classes, but the addresses are still granted in 

blocks



Address Blocks

 In classless addressing, when an entity, small or large, needs to be 

connected to the Internet, it is granted a block (range) of addresses

 The size of the block (the number of addresses) varies based on the nature 

and size of the entity. For example, a household may be given only two 

addresses; a large organization may be given thousands of addresses

 An ISP, as the Internet service provider, may be given thousands or 

hundreds of thousands based on the number of customers it may serve



 In 1Pv4 addressing, a block of addresses can be defined as x.y.z.t/n

 in which x.y.z.t defines one of the addresses and the /n defines the mask.



Example 4

 Assume that  block of addresses is granted to a small organization.AND

addresses is  205.16.37.39/28. Find

a. The first address

b. The last address

c. The number of addresses





IPv6 ADDRESSES

 An IPv6 address consists of 16 bytes (octets); it is 128 bits long

 To make addresses more readable, IPv6 specifies hexadecimal colon 

notation

 In this notation,128 bits is divided into eight sections, each 2 bytes in length 

Two bytes in hexadecimal notation requires four hexadecimal digits



IPv6 -Eight 16-bit hexadecimal numbers

 IPv6 uses eight 16-bit hexadecimal numbers (8 * 16 = 128 bits) separated by a 
colon to represent a 128-bit IPv6 address using the following rules:

 Leading zeros in each 16-bit field are optional.

 Example: The IPv6 address

1A23:120B:0000:0000:0000:7634:AD01:004D can be represented by

1A23:120B:0:0:0:7634:AD01:004D

 Successive fields with the value 0 can be represented by a pair of colons (::).

 Example: The IPv6 address

1A23:120B:0000:0000:0000:7634:AD01:004D can be represented by

1A23:120B::7634:AD01:4D



Address Space

 IPv6 has a much larger address space; 2128 addresses are available.



IPV6 advantage

 The next-generation IP, or IPv6, has some advantages over IPv4 that can be 
summarized as follows

 Larger address space

 Better header format. IPv6 uses a new header format in which options are 
separated from the base header and inserted, when needed, between the 
base header  the upper-layer data. This simplifies and speeds up the 
routing process because most of the options do not need to be checked 
by routers.

 New options. IPv6 has new options to allow for additional functionalities

 Allowance for extension:- IPv6 is designed to allow the extension of the 
protocol if required by new technologies or applications

 Support for resource allocation. In IPv6, the type-of-service field has been 
removed, but a mechanism

 Support for more security. The encryption and authentication options in IPv6

provide confidentiality and integrity of the packet


